ManageEngine NetFlow Analyzer

Traffic Analysis & Network Forensics

NetFlow Analyzer Installation for \Windows
Download Process:-

Step 1:- NetFlow Analyzer is available as an EXE file at

http://www.netflowanalyzer.com/download.html

Step 2:- Download the EXE file and save to the server where you want
the product installed.

-,

Opening ManageEngine_MetFlowAnalyzer_7600.exe

You have chosen ko open

[™] ManageEngine_NetFlowAnalyzer_7600.exe
which is a: Binary File
Fram: hHttp:fvwany, manageengine. com

Weauld waou like ko sawve this File?

[ Save File l [ Cancel ]

Step 3:- Double-click the EXE file to start installation.

l l ManageEngine_MetFlowanaly. ..
|
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http://www.netflowanalyzer.com/download.html

Installation Process:-

Step 1:- After double clicking the EXE file, installation will start with
the file extraction.

ﬂ ManageEngine MetFlow Analyzer 7 - InstallShield Wizard

Extracting Files
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed to install
ManageEngine MetFlow Analvzer 7 on vour computer. This may take a Few maoments,

Extracting datal.hdr. ..

Cancel
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Step 2:- After extraction, you will be taken to a welcome screen. Here

click on [_tet> ]

ManageEngine MetFlow Analyzer 7.5

ﬁ% Welcome to the InstallShield Wizard for

ManageEngine NetFlow Analyzer 7.5

The InstallShield® “wizard will install ManageE ngine
MetFlow Analyzer 7.5 on pour computer. To continue,
click Mext,

Mest » | Cancel
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Step 3:- You will be taken to the License Agreement window. Please
read the license agreement and click on Yes (to continue the installation)
or No( to stop the installation).

ManageEngine MetFlow Analyzer 7.5

Licenze Agreement @

Pleaze read the following licenze agreement carafully,

Prezs the PAGE DOWHN ke to zee the rest of the agreement.

Thiz License Agreement detailz the palicy for icense of AdventMet M anagek ngine
MetFlow Analvzer [ILicenzed Saoftwarel] on the following topics:

* Evvaluation Licensze
* Commercial License
* Technical Support

Fleaze read the following licensze carefully, befare either [i] completing the electronic arder
or download of the Licensed Saoftware fram an authorized website, ar [ii] installing the
Licensed Software fram media that was delivered after being ordered by alternative arder [,

Do pou accept all the terms of the preceding License Agreement? If you chooze Mo, the
zetup will cloze. To install M anageE ngine MetFlow Analyzer 7.5, vou must accept this

agreernent.

¢ Back e Mo
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Step4:- After accepting the License Agreement, you will be provided
with an option to choose the ‘Installation Location’. Please click the
BROWSE button and select the drive / folder to install NetFlow
Analyzer and click on [ New> |

-

ManageEngine MetFlow Analyzer 7.5

Chooze Destination Location

Select folder where Setup will inztall files.

aniather folder.

Destination Folder

C:hAdventt ety ENH etFlow

< Back

Setup will inztall ManagekE ngine MetFlow Analyzer 7.5 in the following folder.

To install ta this folder, click Mest. Toinstall to a different folder, click Browse and select

Browsze...

Mest = Cancel |
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Step 5:-You will be presented with the Port and Language selection
window. Here you can select the web port (this is the port on which you
can connect to the NetFlow Analyzer user interface from a web
browser), NetFlow port (This is the port on which NetFlow Analyzer
listens for exported NetFlow packets from devices) and the Language
you want to install NetFlow Analyzer. Enter the necessary parameters

and then click on [_Met> |,

ManageEngine MetFlow Analyzer 7.5

Port and Language Selection Panel
Select Program Ports and Inztallation Language

MetFlow Analyzer uses 8030 as the default web zerver port and 9336 az the default port to lizten
for MetFlow packets, |f pou want to mun it on a different port pleasze specify the zame here

7

Ywieh Port |BDBEI
MetFlow Port 13396
Select the language Chinese -~
if which toinstall, Croatian
Dutch
Enalizh
Franrh i

Mate :Pleaze ensure that yaur web browser supparts the chozen language

< Back | Mext |

Cancel
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Step 6:- You will be provided options to set SNMP settings from your
routers in NetFlow Analyzer. Please enter the parameters and then click

onl_Net> |

L o

ManageEngine NetFlow Analyzer 7.5
SHMP Parameterz Panel

0z

SHbP Yafrite Community is required only if vou want to enable NBAR data collection on the
dewices from the MetFlow Analyzer uzer interface.

SHP Read Community and SHP Port are uged ta retriese interface names and interface
zpeeds,

Default SMMP Read Cornmunity [0 ptional] ||:|ul:|lin:

Default SHEF Part [Optianal] |1 E1

Default SHEF Yrite Community [0 ptional] |

< Back Mext » Cancel
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Step 7:- In the next window you can make the selection to run the
product as a Windows service or as an application by running the run.bat
from <NetFlow_Home>\bin directory. Click after you have
made your choice.

L o

ManageEngine NetFlow Analyzer 7.5

Select Windows Service Options

v Inztall MetFlow Analyzer as a‘Windows Service

¢ Back Meut » | Cancel
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Step 8:- Select program folder name and click on [_N=t> |,

ManageEngine MetFlow Analyzer 7.5

Select Program Folder "'S’

Setup will add program icons to the Program Folder listed below. 'ou may type a new folder
name, ar zelect one from the exizting folders list. Click Mest to continue,

Program Folders:

|M anageE ngine MetFlow Analyzer 7.5

E xizting Folders:

Acceszones

Adminiztrative Tools

Dell ControlPaint

Games

Gnu Emacs

Google Dezkiop

Google Talk

Intel[R] Management and Security
[rtel® b atrix Storage Manager ["""]

>

< Back M et = Cancel |
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Step 9:- Please fill in the details to register for technical support (during

trial) and click on[_tet> |,

.

ManageEngine MetFlow Analyzer 7.5

Regiztration for Technical Support [Optional)
Enter 'our Details below

Mame |NetFI|:|w fnalyzer

E-rnail |d |netfln:uwar'|aI_I,Izer-suppnrt@manageengine.n::n:um
Phane 123 456 7890

Company Mame |z|:||_||:|

Country |INDI.¢‘-.

< Back MHest » Skip
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Step 10:- The next window lets you verify the settings before
proceeding with the installation. Once you have checked the settings

click on_N=_ ],
ManageEngine NetFlow Analyzer 7.5
Beqgin Installation :;:
Review setting: and begin installation n]é

Setup has enough information ta begin the installation. Click Back to make any changes. Click
Mext to begin the installation.

Current 5 ettings:

Inztallation Directory : ChAdventM ethbdE M etFlow
Frogram Folder : ManageEngine MetFlow dnalyzer 7.5
YWeb Port - BO&N
I NetFlow Part . 9agE
£ Back Mewt » Caticel
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Stepl1:- The following window would show the progress of the
installation.

ManageEngine MetFlow Analyzer 7.5

Setup Status

i anagek ngine MetFlow Analyzer 7.5 Setup is performing the requested operations.

[nztalling:
C:hadwventM et E W etFlow'yrehbin' oo, dil

102

Cancel
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Step 12:- During the installation, Jar files unpacking will take place.
This may take some time depending on your server configuration.

! | Unpacking Jar Files. Thig will tak.e a few minutes. Pleaze wait ..

Step 13:- After the Jar file unpacking is complete, the installation will
be complete. You would be now given option to view the README file
and to start the NetFlow service. Select your preferred option and click
FINISH.

ManageEngine MetFlow Analyzer 7.5

Install5hield Wizard Complete

mé Setup has finizhed instaling M anageE ngine MetFlow Analyzer
7.5 on wour computer.

v “fez. | want to view README file
W Stark MetFlow Service

Connect your braweser client to kttp: A flocalbost: 3080 after a
couple of minutes,

Firizh
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This will start NetFlow Analyzer service.

www.netflowanalyzer.com AdventNet

Excollence matse’®

& ManageEngine®
€ NetFlow Analyzer

Professional Plus

LEERERLS

Copyright 2004 -2008 AdventNet Inc. All rights reserved
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Once the progress reached 100% and is complete, connect to the user
interface by typing the http://server _name:webport on the address bar of
a browser. You would be presented with a login screen. The default
username and password will be ‘admin’.

Sign In

User Name EbLlnlh

Password

B Keep me signed in

Manage Engine| NetFlow Analyzer
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After login, you will see the following message, if no flows are received.

& v [ @ ~ Page ~ Safety ~
H

ManageEngin
El

Device Group [ -] - © Interface View Autocnomous System View

All Devices

Google Map View Mo device is currently exporting NetFlow / sFlow packets to NetFlow Analyzer.
Listening for NetFlow / sFlow Packets at Port 9996

s = Click here for instructions to enable NetFlow / sFlow Exports on the router / switch.

All Groups Click here to add devices configured with QoS policies

Admin Operations -
Product Settings
Application [ QoS Maps
IP Groups

Alert Profiles

Schedule Reports

Device Groups

Eilling

MNBAR [ CBQoS Config
User Management

License Management
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The following is a set of commands issued on a Cisco router to enable
NetFlow version 5 on the FastEthernet 0/1 interface and export to the
machine 192.168.9.101 (IP Address of NetFlow Analyzer server) on
port 9996 (UDP port to export NetFlow packets).

router#enable

Password:*****

router#configure terminal
router-2621(config)#interface FastEthernet 0/1

router-2621(config-if)#ip route-cache flow * // (This command has to be executed on all the L3/VLAN
interfaces)

router-2621(config-if)#exit

router-2621(config)#ip flow-export destination 192.168.9.101 9996
router-2621(config)#ip flow-export source FastEthernet 0/1
router-2621(config)#ip flow-export version 5
router-2621(config)#ip flow-cache timeout active 1
router-2621(config)#ip flow-cache timeout inactive 15
router-2621(config)#snmp-server ifindex persist
router-2621(config)#"Z

router#write

*repeat these commands on each of the interfaces of your router to enable NetFlow
on them.

Manage Engine| NetFlow Analyzer
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18
If you have a different router other than Cisco, please visit the following
link to know how to configure the flow export:-

http://www.manageengine.com/products/netflow/help/cisco-
netflow/configure-flow-export.html

After configuring NetFlow on the routers, please ensure that no Access

Lists or Firewalls block the NetFlow packets (UDP 9996) and that even
the software firewalls on the server are allowing the packets to reach the
NetFlow Analyzer installation server.
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Once NetFlow has been configured on the interfaces and the router has
been configured to export the packets, NetFlow Analyzer server. We
will be able to see the following Ul.

[ -
Device Group = Dashboards Autonomous System View More Reparts™
All Devices Select Period From : Aug-25-09 13:43 and Aug-25-09 14:43 Refresh: Every 1 Minute (4
North America Router Name [Set SNMP] Sort By [ Show All | Hide All | Filter ]
Google Map View = — ) )
% [ ATT Backbone Interface Name ~ IN Traffic QUT Traffic Alerts
v 5 IP: 10.1.1.1 [#®@ k& rastethernet 0/0 Wzi% | 321 Kbps 0% 000 - HEN@
roup . —
Flows Received: 43780 @ ® k& Fastfthernet 0/10 | 3% | 31.09 Kbps 0% 0.00 - HEN@
All Groups . -
. P NBAR MIB: Supported @ k& Seral0/1 B 30.48 Kbps 0% 0.00 - HEN®@
Admin Department icy: -
€BQos Policy: Apsied @@ b serial 0/11 | 2% | 33424bps 0% 000 - @ HEA®
Datacenter Admin 7 "
Er [4 4 Interface(s.
Finance Traffic % centr| )
Texas Branch By [# Datacenter 4 Interface(s)
%7 [# ManageEngine backbone 4 Interface(s)
Generated Alerts H % [# Zoho.India.com 4 Interface(s) 7
Last Hour : :
IP Group List - [ Details for Last Hour ] Consolidated Report
Al alerts [0][0]
IP Group Name View Description IN Traffic QUT Traffic Alerts Quick View
Admin Operations B kil Admin Department View Description 1% 128.19 Kbps 1% 128.19 Kbps - &
k& Datacenter Admin View Description 1% 115.5 Kbps 1% 115.5 Kbps - izl
Product Settings
i y ki Finance Traffic View Description 1% §3.05 Kbps 1% 83.05 Kbps - e
Application / Qas Maps b Texas Branch View Description 0% 0.00 0% 0.00 - &
IP Groups
Alert Profiles
Schedule Reports
Device Groups
Billing
NEAR / CBQoS Config
User Management
License Management =
¥
(€] I ] m
& Internet Gy v Haom -
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Please free to reach the product technical team at netflowanalyzer-
support@manageengine.com for further queries or issues.

Manage Engine| NetFlow Analyzer
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