ManageEngine

Watch Out For External Security Threats
Against Your Network

= Automate the mundane, tedious manual log analysis

= Exhaustive, canned reports for variety of security breach attempts
= To know who, when, where, and how of bandwidth usage

= Get notified of the anomalous and specific security events

= Qut of the box support for Managed Service Providers

ManageEngine | Firewall Analyzer

Relax! Be aware of security threats and bandwidth usage!

CIO/IT Managers are worried about the wide variety of s 3 9 5
attempts to breach into their networks. Intrusions,

viruses, and attacks are the security threats that make
them sleepless. They need to keep a constant vigil on
the security events happening at the network
perimeter devices.

Next they are worried about the enterprise bandwidth
usage during business hours particularly affecting
business. For some of them, the internet bandwidth is
expensive and for the rest of them the over usage clogs

With close to 70,000 membership-base,

internet bandwidth usage 1s critical to

the connection affecting business. They require an the organization's function. I needed a
automated, easy to setup and use solution to tackle the
network security challenges. product that is easy to setup, easy to use

and affordable. Firewall Analyzer

Firewall Analyzer is a web based and agent-less
application. It analyses logs from Firewalls and other
network security devices and generates alert requirements.
notifications, security, and bandwidth reports. The

application empowers Administrators by providing

meets and surpasses all these

comprehensive reports about the security events and in Lincoln A. Mason,
turn they can take steps to mitigate the security Network Administrator,
attempts. Information & Technology Services,

Another important aspect of the application is the Professional Engmeers Ontario

elaborate bandwidth reports, which allow the
Administrators to take control of the bandwidth usage of
the enterprise by pinpointing the particular user and the
offending URLSs visited.

www.fwanalyzer.com | http://demo.fwanalyzer.com | fwanalyzer-support@manageengine.com
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€ € This tool is very useful. If you have only

few moments to have a look at your
Firewall log, you can rapidly have an idea
on what's happening to your network.
With the complete message, you will
rapidly find the source (Virus, Peer2peer,
DNS mis-configuration or other
parameter). 99

Steve Balon,
Integrated Network Solutions

= Instant one click reports for Security, Viruses, and = Email alert notifications for anomalous events and
Attacks specific events

= Comprehensive VPN reports give out detailed

statistics on VPN usage = Adopt any other alert notification mechanism using

Run Program on alert generation
= Spot the VPN Users in real-time
= Alert administration for resolving the security or
bandwidth issues

= Live reports enable real-time monitoring of
bandwidth usage

= Exhaustive Traffic reports for finding out who is using ) _
the bandwidth, how much, when, and what sites are = Profitable Managed Firewall Service for MSSPs

being accessed L : ; ; :
= Administrator assigned user-specific Firewall views

= Traffic Trend reports makes your job, of capacity ACCESS
planning and Internet bandwidth resource ' )
augmentation, easier = Separate access to each client to view only

respective Firewall details
= Top talkers report will list the maximum bandwidth

user through the proxy server = Customizable dashboard views based on different
geographical locations or customer’s nature of
= Website details report lists the complete details of the business

web sites visited by the user through the proxy server . : L :
= Alert administration for resolving issues (a simple

ticketing functionality)

Pentium IV 1.8 GHz, 512 MB RAM on Windows 2000, XP, 2003 & Vista and Linux all flavors. Browsers: |IE & Firefox
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